Customer Required Flowdown

6015 5. Portiand Avene. Provisions for Items/Services
swsi0400 Under Contract

41-7070803-0

Supplement 407

1. The following clauses apply to this Contract as defined by the respective FAR clause (for Commercial and Non-Commercial ltems):

52.203-19 S(I?lC;I)-HBITION ON REQUIRING CERTAIN INTERNAL CONFIDENTIALITY AGREEMENTS OR STATEMENTS (JAN

52.204-7 SYSTEM FOR AWARD MANAGEMENT (OCT 2018)

52.204-21 BASIC SAFEGUARDING OF COVERED CONTRACTOR INFORMATION SYSTEMS (NOV 2021)

52.204-23 PROHIBITION ON CONTRACTING FOR HARDWARE, SOFTWARE, AND SERVICES DEVELOPED OR PROVIDED
BY KASPERSKY LAB AND OTHER COVERED ENTITIES (NOV 2021)

52.204-24 REPRESENTATION REGARDING CERTAIN TELECOMMUNICATIONS AND VIDEO SURVEILLANCE SERVICES OR
EQUIPMENT (NOV 2021)

52.204-25 PROHIBITION ON CONTRACTING FOR CERTAIN TELECOMMUNICATIONS AND VIDEO SURVEILLANCE
SERVICES OR EQUIPMENT (NOV 2021)

52.204-26 COVERED TELECOMMUNICATIONS EQUIPMENT OR SERVICES — REPRESENTATION (OCT 2020)

52.209-10 PROHIBITION ON CONTRACTING WITH INVERTED DOMESTIC CORPORATIONS (NOV 2015)

52.211-15 DEFENSE PRIORITY AND ALLOCATION REQUIREMENTS (APR 2008) (When called out on the face of this contract)

52.215-22 LIMITATIONS ON PASS-THROUGH CHARGES—IDENTIFICATION OF SUBCONTRACT EFFORT (OCT 2009)

52.215-23 LIMITATIONS ON PASS-THROUGH CHARGES (JUN 2020)

52.216-7 ALLOWABLE COST AND PAYMENT (AUG 2018) (Only section (h) applies)

52.222-1 NOTICE TO THE GOVERNMENT OF LABOR DISPUTES (FEB 1997)

52.222-20 CONTRACTS FOR MATERIALS, SUPPLIES, ARTICLES, AND EQUIPMENT (JUN 2020)

52.222-41 SERVICE CONTRACT LABOR STANDARDS (AUG 2018)

52.222-54 EMPLOYMENT ELIGIBILITY VERIFICATION (NOV 2021)

52.222-55 MINIMUM WAGES UNDER EXECUTIVE ORDER 14026 (JAN 2022)

52.222-62 PAID SICK LEAVE UNDER EXECUTIVE ORDER 13706 (JAN 2017)

52.223-6 DRUG-FREE WORKPLACE (MAY 2001)

52.225-1 BUY AMERICAN—SUPPLIES (NOV 2021)

52.225-8 DUTY-FREE ENTRY (OCT 2010)

52.227-1 AUTHORIZATION AND CONSENT (JUN 2020)

52.232-40 PROVIDING ACCELERATED PAYMENTS TO SMALL BUSINESS SUBCONTRACTORS (NOV 2021)

52.244-2 SUBCONTRACTS (JUN 2020) (Only sections (g) and (h) apply)
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52.246-16 RESPONSIBILITY FOR SUPPLIES (APR 1984)

52.246-26 REPORTING NONCONFORMING ITEMS (NOV 2021)

2. The following additional clauses apply to this Contract as defined by the respective FAR clause if the value of this Contract equals
or exceeds $150,000 (for Commercial and Non-Commercial Items):

52.203-12 LIMITATION ON PAYMENTS TO INFLUENCE CERTAIN FEDERAL TRANSACTIONS (JUN 2020)
52.222-37 EMPLOYMENT REPORTS ON VETERANS (JUN 2020)
3. The following additional clauses apply to this Contract as defined by the respective FAR clause if the value of this Contract equals

or exceeds $250,000 (for Commercial and Non-Commercial Items):

52.203-3 GRATUITIES (APR 1984)
52.203-17 CONTRACTOR EMPLOYEE WHISTLEBLOWER RIGHTS AND REQUIREMENTS TO INFORM EMPLOYEES OF
WHISTLEBLOWER RIGHTS (JUN 2020)

4. The following additional clauses apply to this Contract as defined by the respective FAR clause if the Contract is for a Non-
Commercial Item:

52.215-15 PENSION ADJUSTMENTS AND ASSET REVERSIONS (OCT 2010)

52.215-16 FACILITIES CAPITAL COST OF MONEY (JUNE 2003)

52.215-17 WAIVER OF FACILITIES CAPITAL COST OF MONEY (OCT 1997)

52.215-18  REVERSION OR ADJUSTMENT OF PLANS FOR POSTRETIREMENT BENEFITS (PRB) OTHER THAN PENSIONS (JUL
2005)

52.215-19 NOTIFICATION OF OWNERSHIP CHANGES (OCT 1997) (In paragraph (a)(1) and (a)(2) “30 days” is changed to “25 days.”)

52.223-3 HAZARDOUS MATERIAL IDENTIFICATION AND MATERIAL SAFETY DATA (FEB 2021)

52.224-2 PRIVACY ACT (APR 1984)

52.227-14 RIGHTS IN DATA - GENERAL (MAY 2014)

5. The following additional clauses apply to this Contract as defined by the respective FAR clause if the Contract equals or exceeds
$150,000 and is for a Non-Commercial Items:

52.203-5 COVENANT AGAINST CONTINGENT FEES (MAY 2014)

52.203-6 RESTRICTIONS ON SUBCONTRACTOR SALES TO THE GOVERNMENT (JUN 2020) Alternate | updated to NOV 20201

52.203-10 PRICE OR FEE ADJUSTMENT FOR ILLEGAL OR IMPROPER ACTIVITY (MAY 2014)

52.204-5 WOMEN-OWNED BUSINESS (OTHER THAN SMALL BUSINESS) (OCT 2014)

52.215-2 AUDIT AND RECORDS-NEGOTIATION (JUN 2020)

52.215-14 INTEGRITY OF UNIT PRICES (NOV 2021) (Delete paragraph (b) of the clause.)

52.222-4 CONTRACT WORK HOURS AND SAFETY STANDARDS ACT -OVERTIME COMPENSATION (MAR 2018)

52.222-38 COMPLIANCE WITH VETERANS’ EMPLOYMENT REPORTING REQUIREMENTS (FEB 2016)

52.227-2 NOTICE AND ASSISTANCE REGARDING PATENT AND COPYRIGHT INFRINGEMENT (JUN 2020)

52.242-13 BANKRUPTCY (JUL 1995)

52.248-1 VALUE ENGINEERING (JUN 2020)
Field 407 (July 17, 2023)

Page 2 of 5



6. The following additional clauses apply to this Contract as defined by the respective FAR clause if the Contract is for a Commercial
Item:

52.212-5 CONTRACT TERMS AND CONDITIONS REQUIRED TO IMPLEMENT STATUTES OR EXECUTIVE ORDERS -
COMMERICAL ITEMS (MAR 2023)

A. DFARS FLOWDOWN CLAUSES

Note: If the respective PO or Subcontract identifies this as non-Department of Defense, then the following clauses do not apply:

1. The following additional clauses apply to this Contract as defined by the respective DFARS clause (for Commercial and Non-
Commercial ltems):

252.204-7000 DISCLOSURE OF INFORMATION (OCT 2016)

252.204-7009 LIMITATIONS ON THE USE AND DISCLOSURE OF THIRD-PARTY CONTRACTOR REPORTED CYBER INCIDENT
INFORMATION (JAN 2023)

252.204-7015 NOTICE OF AUTHORIZED DISCLOSURE OF INFORMATION FOR LITIGATION SUPPORT (JAN 2023)

252.204-7018 PROHIBITION ON THE ACQUISITION OF COVERED DEFENSE TELECOMMUNICATIONS EQUIPMENT OR
SERVICES (JAN 2023)

252.204-7019 NOTICE OF NIST SP 800-171 DOD ASSESSMENT REQUIREMENTS (MAR 2022)
252.204-7021 CYBERSECURITY MATURITY MODEL CERTIFICATION REQUIREMENTS (JAN 2023)
252.208-7000 INTENT TO FURNISH PRECIOUS METALS AS GOVERNMENT-FURNISHED MATERIAL (DEC 1991)

252.209-7999 REPRESENTATION BY CORPORATIONS REGARDING AN UNPAID DELINQUENT TAX LIABILITY OR A FELONY
CONVICTION UNDER ANY FEDERAL LAW

252.211-7003 ITEM UNIQUE IDENTIFICATION AND VALUATION (JAN 2023)

252.225-7013 DUTY-FREE ENTRY (DEC 2022)

252.225-7021 TRADE AGREEMENTS-BASIC (JAN 2023) (Applicable in lieu of the clause at FAR 52.225-5 TRADE AGREEMENTS)
252.225-7025 RESTRICTION ON ACQUISITION OF FORGINGS (DEC 2009)

252.225-7030 RESTRICTION ON ACQUISITION OF CARBON, ALLOY, AND ARMOR STEEL PLATE (DEC 2006)
252.225-7031 SECONDARY ARAB BOYCOTT OF ISRAEL (JUN 2005)

252.225-7036 BUY AMERICAN — FREE TRADE AGREEMENTS — BALANCE OF PAYMENTS PROGRAM-BASIC (JAN 2023)
252.225-7048 EXPORT-CONTROLLED ITEMS (JUN 2013)

252.225-7052 RESTRICTION ON THE ACQUISITION OF CERTAIN MAGNETS, TANTALUM, AND TUNGSTEN (JAN 2023)
252.225-7055 REPRESENTATION REGARDING BUSINESS OPERATIONS WITH THE MADURO REGIME (MAY 2022)
252.225-7056 PROHIBITION REGARDING BUSINESS OPERATIONS WITH THE MADURO REGIME (JAN 2023)

252.225-7057 PREAWARD DISCLOSURE OF EMPLOYMENT OF INDIVIDUALS WHO WORK IN THE PEOPLE’S REPUBLIC OF
CHINA (AUG 2022)

252.225-7059, PROHIBITION ON CERTAIN PROCUREMENTS FROM THE XINJIANG UYGHUR AUTONOMOUS REGION —
CERTIFICATON (DEC 2022)

252.225-7060, PROHIBITION ON CERTAIN PROCUREMENTS FROM THE XINJIANG UYGHUR AUTONOMOUS REGION (JAN 2023)

252.226-7001 UTILIZATION OF INDIAN ORGANIZATIONS, INDIAN-OWNED ECONOMIC ENTERPRISES, AND NATIVE HAWAIIAN
SMALL BUSINESS CONCERNS (JAN 2023)

252.229-7011 REPORTING OF FOREIGN TAXES — U.S. ASSISTANCE PROGRAMS (SEP 2005)
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252.231-7000 SUPPLEMENTAL COST PRINCIPLES (DEC 1991)

252.235-7003 FREQUENCY AUTHORIZATION-BASIC (MAR 2014)

252.239-7009 REPRESENTATION OF USE OF CLOUD COMPUTING (SEP 2015)
252.239-7010 CLOUD COMPUTING SERVICES (JAN 2023)

252.239-7018 SUPPLY CHAIN RISK (DEC 2022)

252.243-7001 PRICING OF CONTRACT MODIFICATIONS (DEC 1991)

252.244-7000 SUBCONTRACTS FOR COMMERCIAL ITEMS (DoD CONTRACTS) (JAN 2023)
252.245-7004 REPORTING, REUTILIZATION, AND DISPOSAL (DEC 2017)

252.246-7003 NOTIFICATION OF POTENTIAL SAFETY ISSUES (JAN 2023)

252.246-7008 SOURCES OF ELECTRONIC PARTS (JAN 2023)
Additional Requirements for non-CAS Subcontractors:

Under Clause COUNTERFEIT PARTS: PREVENTION AND NOTIFICATION, paragraph c): Additionally, the SELLER’S Counterfeit Parts
Prevention and Detection system shall have expanding levels of control based on increasing risk in order to ensure that human safety and mission
success are not compromised. Determination of risk shall be based on the assessed probability of receiving a counterfeit electronic part, the
probability that the inspection or test method selected will detect a Counterfeit Electronic Part, and the potential negative consequences of a
Counterfeit Electronic Part being used. The system shall include a process for keeping continually informed of current counterfeiting information,
trends and GIDEP reports, using such information to continuously update internal procedures and systems as necessary. The system shall consider
means to contribute to the abolishment of Counterfeit Electronic Parts proliferation.

Additionally, for either products delivered under this contract containing Electronic Parts or Electronic Parts procured for this contract: If Electronic
Parts are determined to be Counterfeit Electronic Parts or Suspect Counterfeit Electronic Parts, notification will also be made not later than 60 days
after such determination to the Government-Industry Data Exchange Program (GIDEP).

2. The following additional clauses apply to this Contract as defined by the respective DFARS clause if the value of this Contract equals
or exceeds $150,000 (for Commercial and Non-Commercial Items):

252.225-7050 DISCLOSURE OF OWNERSHIP OR CONTROL BY THE GOVERNMENT OF A COUNTRY THAT IS A STATE SPONSOR
OF TERRORISM (DEC 2022)

252.247-7023 TRANSPORTATION OF SUPPLIES BY SEA-BASIC (JAN 2023) (Applicable in lieu of FAR 52.247-64 in all Contracts for ocean

transportation of supplies. In the first sentence of paragraph (g), insert a period after “Contractor” and delete the balance of the
sentence. Paragraph (f) and (g) shall not apply if this Contract is at or below $150,000.)

3. The following additional clauses apply to this Contract as defined by the respective DFARS clause if the Contract is for a Non-
Commercial Item:

252.203-7002 REQUIREMENT TO INFORM EMPLOYEES OF WHISTLEBLOWER RIGHTS (DEC 2022)

252.215-7002 COST ESTIMATING SYSTEM REQUIREMENTS (DEC 2012)

252.222-7000 RESTRICTIONS ON EMPLOYMENT OF PERSONNEL (MAR 2000)

252.227-7013 RIGHTS IN TECHNICAL DATA - NON-COMMERCIAL ITEMS (JAN 2023) (Applicable in lieu of FAR 52.227-14)

252.227-7014 RIGHTS IN NON-COMMERCIAL COMPUTER SOFTWARE AND NON-COMMERCIAL COMPUTER SOFTWARE
DOCUMENTATION (JAN 2023)

252.227-7016 RIGHTS IN BID OR PROPOSAL INFORMATION (JAN 2023)
252.227-7019 VALIDATION OF ASSERTED RESTRICTIONS - COMPUTER SOFTWARE (JAN 2023)

252.227-7025 LIMITATIONS ON THE USE OR DISCLOSURE OF GOVERNMENT-FURNISHED INFORMATION MARKED WITH
RESTRICTIVE LEGENDS (JAN 2023)

252.227-7027 DEFERRED ORDERING OF TECHNICAL DATA OR COMPUTER SOFTWARE (APR 1988)
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252.227-7028 TECHNICAL DATA OR COMPUTER SOFTWARE PREVIOUSLY DELIVERED TO THE GOVERNMENT (JUN 1995) (In
this clause, the term “contract” and “subcontract” shall not change in meaning.)

252.227-7030 TECHNICAL DATA - WITHHOLDING OF PAYMENT (MAR 2000)

252.227-7037 VALIDATION OF RESTRICTIVE MARKINGS ON TECHNICAL DATA (JAN 2023)

252.227-7038 PATENT RIGHTS - OWNERSHIP BY THE CONTRACTOR (LARGE BUSINESS) (JUN 2012)

252.228-7005 MISHAP REPORTING AND INVESTIGATION INVOLVING AIRCRAFT, MISSILES, AND SPACE LAUNCH VEHICLES

(NOV 2019)

4. The following additional clauses apply to this Contract as defined by the respective DFARS clause if the Contract equals or exceeds
$150,000 and is for a Non-Commercial Item:

252.203-7001 PROHIBITION ON PERSONS CONVICTED OF FRAUD OR OTHER DEFENSE CONTRACT-RELATED FELONIES

(JAN2023) (In this clause, the terms “contract,” “contractor,” and “subcontract” shall not change in meaning in paragraphs (a) thru

().

5. The following additional clauses apply to this Contract as defined by the respective DFARS clause if the Contract is Cost Type,
Incentive or T&M:

252.242-7006 ACCOUNTING SYSTEM ADMINISTRATION (FEB 2012)
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